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Jeffrey C. Shaver, CPA
Partner
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June 10, 2020
The Honorable Supervisor and
Members of the Town Board
Town of Hyde Park, New York
4383 Albany Post Road
Hyde Park, New York 12538
We have audited the financial statements of Town of Hyde Park, New York as of and for the year ended
December 31, 2019 and have issued our report thereon dated June 10, 2020. Professional standards
require us to communicate with you regarding audit matters that are, in our professional judgment,
significant and relevant to those charged with governance (“TCWG”) in overseeing the financial reporting
process. This communication is intended to provide you with these required communications as well as
other findings and information regarding our audit.
We are pleased to be of service to you and the Town of Hyde Park, New York and appreciate the
opportunity to present our audit findings to you. We are also pleased to discuss other matters which
may be of interest to you and to answer any questions you may have.
This information is intended solely for the information and use of TCWG and management of the Town
of Hyde Park, New York and is not intended to be and should not be used by anyone other than these
specified parties.
Very truly yours,

PKF O’Connor Davies, LLP
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Status of the Audit
Audit of Financial Statements


Audit fieldwork is complete.



The financial statements have been drafted and reviewed by management.



We have issued an unmodified report on the financial statements
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Required Communications and Other Matters
Required Item
Auditor’s responsibility
under professional
standards and planned
scope and timing of the
audit

Supplementary information
accompanying the financial
statements

Comments
We have communicated such information in our engagement letter to
you dated March 25, 2019. Generally, these responsibilities include:
•

Forming and expressing an opinion on the financial
statements.

•

Obtaining reasonable assurance that the financial statements
are free of material misstatements, whether caused by error or
fraud.

•

Accumulating and communicating uncorrected misstatements
to Those Charged with Governance (“TCWG”).

•

Maintaining professional skepticism.

•

Communicating audit related matters that are, in our
professional judgment, significant to TCWG.

Our responsibility for the supplementary information accompanying
the financial statements is to evaluate the presentation of the
supplementary information in relation to the financial statements as a
whole and to report on whether the supplementary information is fairly
stated, in all material respects, in relation to the financial statements
as a whole.
With respect to such supplementary information, we made certain
inquiries of members of management and evaluated the form, content
and methods of preparing the information to determine that the
information complies with US GAAP, the method of preparing it has
not changed from the prior period and the information is appropriate
and complete in relation to our audit of the financial statements. We
compared and reconciled the supplementary information to the
underlying accounting records used to prepare the financial
statements or to the financial statements themselves.
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Required Item

Comments

Other information in
documents containing
audited financial statements

Our responsibility as auditors for other information in documents
containing the audited financial statements does not extend beyond
the financial information identified in the audit report, and we are not
required to perform any procedures to determine that such other
information is properly stated.

Responsibilities of
management and TCWG

Management’s responsibilities include:
•
•
•
•

The fair presentation of the financial statements, including the
selection of appropriate accounting policies.
Establishing and maintaining effective internal control.
Complying with laws, regulations, grants and contracts.
Providing the auditors with all financial records and related
information and a signed representation letter.

TCWG are responsible for communicating with the auditors and
overseeing the financial reporting process.
Both management and TCWG are responsible for:
• Setting the proper tone at the top.
• Designing and implementing policies and controls to prevent
and detect fraud.
Qualitative aspects of
accounting practices Accounting Policies

The significant accounting policies are described in Note 1 to the
financial statements. There have been no initial selections of
accounting policies and no changes in significant accounting policies
or their application during the reporting period that had a significant
impact on the financial statements, except for the adoption of
Governmental Accounting Standards Board Statement No. 84
“Fiduciary Activities” as disclosed in the notes to financial statements.
The accounting policies of the Entity conform to U.S. generally
accepted accounting principles as applicable to state and local
governments. The Entity’s reports are based on all applicable GASB
pronouncements.

Qualitative aspects of
accounting practices –
Significant Unusual
Transactions

No matters have come to our attention that would require us to inform
you about the methods used to account for significant unusual
transactions.

6

Required Item
Qualitative aspects of
accounting practices Accounting Estimates and
Management’s Judgment

Comments
Accounting estimates made by management are an integral part of the
financial statements and are based on management’s knowledge and
experience about past and current events and assumptions about
future events. Actual results could differ from those estimates.
Certain accounting estimates are particularly sensitive because of
their significance to financial statements and their susceptibility to
change. The most sensitive estimates affecting the financial
statements are:





Actuarial assumptions related to the Other Post Employment
Benefit Obligations (“OPEB”)
Actuarial assumptions and proportionate share calculations
related to pension obligations
Asset lives for depreciable capital assets
Estimates for certain operating and long-term liabilities

Management believes that the estimates used and assumptions made
are adequate based on the information currently available. We
evaluated the key factors and assumptions used to develop the
estimates in determining that they are reasonable in relation to the
financial statements as a whole.
Qualitative aspects of
accounting practices Financial Statement
Disclosures

Certain financial statement disclosures involve significant judgment
and are particularly sensitive because of their significance to financial
statement users. The most sensitive disclosure affecting the financial
statements are:





Other post employment benefit obligations payable
Pension plan information
Outstanding bonded indebtedness
Fund balances

The financial statement disclosures are consistent and clear.
Difficulties encountered in
performing the audit

We encountered no significant difficulties in dealing with management
relating to the performance of our audit.
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Required Item
Corrected and uncorrected
misstatements

Comments
Professional standards require us to accumulate all known and likely
misstatements identified during the audit, other than those that we
believe are trivial, and communicate them to the appropriate level of
management. Management has corrected all such misstatements.
In addition, corrected misstatements that were brought to the attention
of management as a result of our audit procedures are also included
in Appendix 1.

Disagreements with
management

For purposes of this communication, a disagreement with
management is a matter, whether or not resolved to our satisfaction,
concerning financial accounting, reporting, or auditing, which could be
significant to the financial statements or the auditors’ report. No such
disagreements arose during the course of the audit.

Management
representations

We have requested certain representations from management that are
included in the management representation letter (see Appendix 2).

Management’s
consultations with other
accountants

In some cases, management may decide to consult with other
accountants about auditing and accounting matters. Management
informed us that, and to our knowledge, there were no such
consultations with other accountants.

Auditor independence

We affirm that PKF O’Connor Davies, LLP is independent with respect
to the Entity in accordance with relevant professional standards.

Significant issues discussed
with management prior to
retention

We generally discuss with management a variety of matters, including
the application of accounting principles and auditing standards,
business conditions affecting the Entity and business plans and
strategies that may affect the risks of material misstatement. None of
the matters discussed and our responses thereto were a condition to
our retention as auditors.
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Internal Control over Financial Reporting
In planning and performing our audit of the financial statements, we considered the Town of Hyde Park,
New York (the “Entity”) internal control over financial reporting (“internal control”) as a basis for designing
audit procedures that are appropriate in the circumstances for the purpose of expressing our opinion on
the financial statements, but not for the purpose of expressing an opinion on the effectiveness of the
Entity’s internal control. Accordingly, we express no such opinion.
Professional standards require that we communicate to you, in writing, all significant deficiencies and/or
material weaknesses in internal control that we identify in performing our audit. For this purpose,
deficiencies in internal control are categorized as follows:


A deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to prevent,
or detect and correct, misstatements on a timely basis.



A material weakness is a deficiency, or combination of deficiencies, in internal control, such that
there is a reasonable possibility that a material misstatement of the entity’s financial statements will
not be prevented, or detected and corrected, on a timely basis.



A significant deficiency is a deficiency, or a combination of deficiencies, in internal control that is
less severe than a material weakness, yet important enough to merit attention by those charged with
governance.

Our consideration of internal control was for the limited purpose described in the first paragraph and was
not designed to identify all deficiencies in internal control that might be deficiencies, significant
deficiencies, or material weaknesses and, therefore, there can be no assurance that all such deficiencies
have been identified.
We did not identify any deficiencies in internal control that we consider to be material weaknesses, as
defined above.
However, we share for your consideration on the following pages other observations about the internal
control and operations.
This communication is intended solely for the information and use of management and others charged
with governance and is not intended to be and should not be used by anyone other than these specified
parties. We will be pleased to discuss these communications and comments in further detail at your
convenience, or to assist you in implementing the recommendations.

Harrison, New York
June 10, 2020
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Town of Hyde Park, New York
Control Deficiencies


Computer Access Controls
During our audit, we noted that the Town does not have a process in place that automatically logs
users out of the computer system after a specified period.
Recommendation
We recommend that the Town implement this procedure to strengthen the controls of computer
access.
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Town of Hyde Park, New York
Other Matters


Cybersecurity Best Practices
The Government Finance Officers Association (“GFOA”) recently published an article entitled “A Byte
of Prevention: Best Practices in Cybersecurity” to help guide local municipalities in implementing
simple, inexpensive and effective strategies that address people, processes and technology to
protect organizations from potentially costly and damaging cybersecurity threats. As stewards of
sensitive public data, municipal officials and finance officers must understand the significance of this
threat, including the large costs governments face in recovering lost data, restoring public trust and
recovering from a breach. Most of these ten “best practices” recommendations address the weakest
link in cybersecurity – the human factor.
1. Employee Awareness – Train employees to:
 Be suspicious of emails asking to change a username or password
 Double check the sender’s email address before opening attachments or links
 Periodically check the website www.haveibeenpwned.com to see if their e-mail
addresses and passwords have been exposed. If so, employees should report the breach
and change passwords for the accounts listed
 Follow the government’s compliance processes when vendors request changes to
payment and bank account information (e.g., accounts payable) and staff members (e.g.,
direct deposit). These are often “out-of-band” (i.e., not done by e-mail) and are therefore
vulnerable
2. Patch Digital Devices – Software patches typically include security updates and fixes for
vulnerabilities
 Ensure that all devices (computers, laptops and smart devices) are updated
 Do not allow personal devices on government networks
3. Anti-Virus Software
 Install anti-virus software on all devices and run a full scan at least monthly
 Update anti-virus software regularly
 Scan mobile devices before they connect to the network
4. Virtual Private Network (VPN) – Encrypts data and sends it through an established tunnel that
can only be accessed from an encrypted key at both ends
 Give all remote workers VPN access.
 Don’t use unsecured public wireless networks if you can help it. If you can’t, use VPN,
which can be set up by your IT administrators or outsourced to third parties
5. Password Security
 Develop a policy for strong passwords (i.e. one capital letter, a number, a symbol and a
minimum length)
 Require changing of passwords at set intervals (i.e. monthly/quarterly)
 Train employees about safe social media practices
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Town of Hyde Park, New York
Other Matters
6. Administrative Access Controls
 Implement multi-factor authentication for all administrator accounts (network as well as
cloud)
 Limit the number of administrator (or even super user) accounts as much as possible
7. Physical Security
 Activate time-out functions so the session logs out after a certain amount of inactive time
 Activate biometric security (finger print readers/facial recognition software) where feasible
 Actively manage laptops and smart devices so the information can be erased if device is
lost or stolen
 Use anti-theft software on mobile devices.
8. Back-Up and Disaster Recovery – Preferably at offsite locations separate from your operating
network
 Develop back-up and disaster recovery procedures
 Ensure that all sensitive data are encrypted.
9. Policies and Procedures
 Develop policies and procedures that address the use of technology and safe handling
of data
 Procedures should include 1) what staff members are expected to do as “first responders”,
2) what the “incident response team” members should do and 3) the communications
your public information office should make
 Conduct regular exercises to prepare for responding to cyber threats, which should be
part of regular disaster recovery training
10. Consider Cyber Insurance – Generally covers costs associated with hardware replacement,
professional services, protecting third parties and cyber ransom
 Check with your insurance provider about cyber insurance offerings
 Consider a cyber-security risk assessment (which PKF O’Connor Davies specialists can
assist you with)
The full article can be found at https://www.gfoa.org/byte-prevention-best-practices-cybersecurity
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On the Horizon
GASB Statement No. 87 – Leases
Potentially pervasive changes are coming to lease accounting. Under the provisions of GASB Statement
No. 87, nearly every lease will be considered a capital lease. While local governments and school
districts would most likely be lessees in these kinds of transactions, some might also be involved in
transactions where they are the lessor of these assets.
Under this standard, lessees will now be required to recognize in their entity-wide Statement of Net
Position a lease liability and an intangible right-to-use lease asset when the lease begins. The intangible
asset will be similar to other capital assets by requiring amortization over the life of the lease term, similar
to depreciation of tangible capital assets. Also similar to other capital assets, leases will need to be
assessed for impairment.
Lessors will do the opposite. Lessors will recognize a lease receivable and a deferred inflow of resources
at the start of a lease. The receivable will be reduced and revenue recognized as lease payments are
received each year. The lessor will continue to report the capital asset on its own Statement of Net
Position.
Governments should review this standard early to anticipate what changes might need to be made to
policies, accounting procedures, laws and regulations. The provisions of this Statement are effective
for fiscal years beginning after December 15, 2019 (i.e., the Town’s financial statements for the
year ended December 31, 2020) with earlier application encouraged.

13

Appendix 1
Corrected and Uncorrected Misstatements
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Account

Description

Debit

Credit

GENERAL FUND
Adjusting Journal Entries JE # 1
GASB 84 Converstion moving everything from Agency to General
08.0200
10.0200
15.0200.100
10.615

Agency Cash
Agency Cash
Agency Cash Operating
Agency Escrow Deposits

Total

5,500.00
9,320.00
188,134.00
202,954.00
202,954.00

202,954.00

Adjusting Journal Entries JE # 2
CLIENT ENTRY - to record additional sales tax from 2019 Growth payment
01.0440
01.1120

DUE FROM OTHER GOVERNMENTS
SALES TAX

Total

191,526.00
191,526.00
191,526.00

191,526.00

CAPITAL FUND
Adjusting Journal Entries JE # 1
To Reclass write off to a non debt account that was misposted by the client
55.5411.700

DEBT INTEREST

55.5413.490

GEN GOVT SVC

Total

5,159.00
5,159.00
5,159.00

5,159.00

SPECIAL PURPOSE FUND
Adjusting Journal Entries JE # 1
To Adjust client entry and book an expense. On 10/2/2019 the client debited Fund balance and credited A/P
for 54 HYDE LLC - RES 9:23-13 OF 2019 RELEASE OF SECURITY FUNDS AND INTEREST.
09.0100.000
Culture & Rec
09.0730

311,461.00

MEADOWS RESERVE

311,461.00
311,461.00

311,461.00

Appendix 2
Management Representation Letter

Appendix 3
About PKF O’Connor Davies, LLP

